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Cyber Security 



a

Elements of information securitya

Motives, goals and objects a

    of information security attacks 

Classification of attacksa

a

T ypes of Networksa

Types of Topologiesa

I P address, Portsa

Protocols and Protocol typesa

OSI layers and protocolsa

Networking Devices and Advanced Networking Devicesa

Wireless technologiesa

Virtualization and network storagea

Security policiesa

Physical Security Devicesa

Authentication and Access Controla

Common Networking Attacksa

Network Troubleshootinga

Network Hardware tools and Software toolsa

a

Active attacksa

Close-in-attacksa

Insider attacksa

Distribution attacksa

a

Intelligence-based warfarea

Electronic warfarea

Psychological warfarea

Hacker warfarea

Economic warfarea

Cyber warfarea

Defensive information warfarea

Offensive information warfarea

a

Weaponizationa

Deliverya

Exploitationa

Installationa

Command and controla

Actions on objectsa

a

a

a

a
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a
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Networking Basics

Introduction To Ethical Hacking

Information warfare

a

Use of PowerShella

Unspecified proxy activitiesa

Use of command-line interfacea

Http user agenta

Command and control servera

Use of DNS Tunnellinga

Use of web shella

Data staginga

Tactics, techniques and 
procedures (TTPs) Adversary
behavioural identification

a

Network indicatorsa

Host-based indicatorsa

Behavioural indicatorsa

Indicators of compromise
Categories of indicators 
of compromise

a

Phases of hackinga

Hacking concepts

a

Scope and limitations of an ethical hacker a

Skills of an ethical hackera

Ethical hacking concepts

a

Tactical threat intelligencea

Operational threat intelligencea

Technical threat intelligence a

Types of threat intelligence

a Identify security objectives

Application overviewa

Identify rolesa

Identify key usage scenariosa

Identify technologiesa

Identify application security mechanisms a

Threat modelling

Cyber kill chain concepts (*)
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a

Identify data flowsa

Identify entry pointsa

Identify exit points a

Identify threatsa

Identify vulnerabilitiesa

a

Incident recording and assignmenta

Incident triagea

Notificationa

Containmenta

Evidence gathering and forensic analysisa

Eradicationa

Recoverya

Post-incident activities a

a

    (PCI DSS) ISO/IEC 27001:2013

Health Insurance Probability and Accountability Act (HIPAA)a

a

Privacy rulea

Security rulea

Employer identifier standarda

National provider identifier standard (NPI)a

Enforcement rule a

a

The digital millennium copyright Act (DMCA)a

The Federal Information security Management Act (FISMA) a

Cyber laws in different countriesa

a

Unsupervised learninga

a

Phishing detection and preventiona

Threat detectiona

Vulnerability managementa

Behavioural analyticsa

Network securitya

AI-based antivirusa

Fraud detectiona

Botnet detectiona

AI to combat AI threatsa

Decompose the application

Foot-printing concepts

Footprinting methodology

Incident management
Incident handling and response

Information security laws and standards

Role of AI and ML in cyber security

How do AI and ML prevent cyber-attacks?

What is footprinting and types?

Active footprintinga

Passive footprinting a

Information obtained in foot printing

a

Network footprintinga

System footprintinga

Objectives of footprinting

Know security posturea

Reduce focus areaa

Identify vulnerabilitiesa

Draw network map a

Footprinting threats
a

System and network attacksa

Information leakagea

Privacy lossa

Corporate espionagea

Business lossa

a

Footprinting using advanced search operators (GHDB)a

VoIP and VPN footprinting through GHDBa

Gathering information using google advanced search.a

Gathering information from video search enginesa

Gathering information from Meta search enginesa

Gathering information from ftp search enginesa

Gathering information from IOT search engines a

Footprinting through web servicesa

Finding company's TLD's and sub-domainsa

Finding geographical locations of the target a

Footprinting through social networking sitesa

Website footprintinga

Gathering information from financial servicesa

Footprinting through job sitesa

Deep web and Dark web footprintinga

VoIP and VPN footprinting through shodana

Competitive intelligence gatheringa

Information gathering using groups forums and blogsa

Footprinting using website mirrorsa

Footprinting using web spidersa

Footprinting using wayback archive a

Email footprintinga

Whois footprinting a

DNS footprintinga

a

Footprinting through social engineeringa

Footprinting And
Reconnaissance
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a

Network scanninga

Vulnerability scanning a

Objectives of network scanning 

Tcp communication flags

TCP/IP communication 

a

Udp ping scana

Icmp ping scana

Icmp echo ping sweepa

Icmp timestamp pinga

Icmp address mask ping a

Tcp ping scana

Ip protocol scana

a

Stealth tcp scanning methodsa

Third party and spoofed tcp scanning methodsa

a

Passive banner grabbinga

Ids/firewall evasion techniques

 Packet fragmentationa

Source routinga

Source port manipulationa

Ip address decoya

Ip address spoofinga

Creating custom spoofinga

Randomizing host ordera

Sending bad checksuma

Proxy serversa

Anonymizesa

Enumeration concepts

Vulnerability assessment concepts

Vulnerability classification 
and assessment types

Service and ports enumerate

Techniques for enumeration

Extract usernames using email idsa

Extract information using default passwordsa

Brute force active directorya

Extract information using DNS zone transfera

Extract user groups from windowsa

Extract usernames using SNMPa

a

Vulnerability management life-cycle

·I dentify assets and create a baseline

·V ulnerability scan

·R isk assessment

·R emediation

·V erification

·M onitor

Vulnerability classifications

·M isconfiguration

·D efault installations

·B uffer overflows

·U npatched servers

·D esign flaws

·O perating system flaws

·A pplication flaws

·O pen services

·D efault passwords

a

Snmp enumerationa

LDAP enumerationa

NTP and NFS enumerationa

SMTP and DNS enumerationa

MySQL enumerationa

FTP enumerationa

Telnet enumerationa

Http/https enumerationa

Ssl/tls enumerationa

Smb enumerationa

Enumeration countermeasures

Enumeration

Vulnerability Analysis

Scanning Networks

Overview of network scanning
Types of scanning

Host discovery

Port and service discovery

Os discovery 
(banner grabbing/ os fingerprinting)

Scanning beyond IDS and Firewall
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Types of vulnerability assessment

Active assessmenta

Passive assessmenta

External assessmenta

Internal assessmenta

Host based assessmenta

Network based assessmenta

Application assessmenta

Database assessmenta

Wireless network assessmenta

Distributed assessmenta

Credentialed assessmenta

Non-credentialed assessmenta

Manual assessmenta

Automated assessment a

Gaining access
Cracking passwords

a

Database NTLM authenticationa

Kerberos authenticationa

Password cracking

Types of password cracking

Non-electronic attacks

Social engineeringa

Shoulder surfinga

Dumpster diving a

Active online attacks

Dictionary attacka

Brute-force attacka

Rule-based attacka

Password guessinga

Default passwordsa

Trojan/spyware/keyloggera

Hash injection/pass-the-hash (path) attacka

LLMNR/NBT-NS poisoninga

Internal monologue attacka

Cracking Kerberos passworda

Pass the ticket attacka

Combinatory attacka

Fingerprint attacka

Prince attacka

Toggle-case attacka

Markov-chain attack a

Passive online attacks

Wire sniffinga

Man-in-the-middle and replay attacks a

Offline attacks

a

Distributed network attacka

System Hacking

System hacking concepts
a

Scanning modulea

Enumeration modulea

Vulnerability analysis modulea

Vulnerability assessment 
solutions and tools 

Comparing approaches of
vulnerability assessment

a Characteristics of a good 

    vulnerability assessment solutions

Working os vulnerability scanning solutionsa

Types of vulnerability assessment tools

a

Service based-assessmenta

Tree-based assessmenta

Inference-based assessmenta

a

Depth assessment toolsa

Application-layer vulnerability assessment tools a

Scope assessment toolsa

Active and passive toolsa

Location and data examination toolsa

Vulnerability assessment reports

a

Password recovery toolkita

Passware kit forensica

Hash cata

Windows password recovery toola

Pcunlockera

How to defend against password cracking

How to defend against LLMNR/NBT-NS poisoning

Password recovery tools
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Types of keyloggers

Hardware keylogger

Pc/BIOS embeddeda

Keylogger keyboarda

External keyloggera

Ps/2 and usb keyloggera

Acoustic/CAM keyloggera

Bluetooth keyloggera

Wi-Fi keylogger software keyloggera

Application keyloggera

Kernel keyloggera

Hypervisor-based keyloggera

Form grabbing based keyloggera

JavaScript based keyloggera

Memory injection based keyloggera

Types of spyware

Desktop spywarea

Email spywarea

Internet spywarea

Child-monitoring spywarea

Screen-capturing spywarea

Usb spywarea

Audio spywarea

Video spywarea

Print spywarea

Telephone/cell phone spywarea

Gps spyware a

a

Hypervisor-level rootkita

Hardware/firmware rootkita

Kernel-level rootkita

Boot-loader-level rootkita

Application-level/user-mode rootkita

Library-level rootkits a

How to defend from rootkits

Anti-rootkits

Buffer overflow

Maintaining access

Remote code 
execution techniques

Remote code 
execution techniques

a

Stack-based buffer overflowa

Heap-based buffer overflow a

Windows buffer overflow exploitation

Escalating privileges

Types of privilege escalation

a

Vertical privilege escalation a

Privilege escalation using DLL Hijacking

Privilege escalation by exploiting vulnerabilities

Privilege escalation using Dylib hijacking

Privilege escalation using spectre and meltdown vulnerabilities

Privilege escalation using named pipe impersonation

Privilege escalation by exploiting is configured services

Pivoting and relaying to hack external machines

Defend against privilege escalation

a

Backdoorsa

Crackersa

keyloggera

Spywarea

a

Web-browser-based exploitationa

Office-application-based exploitationa

Third-party applications-based exploitationa

a

Web-browser-based exploitationa

Office-application-based exploitationa

Third-party applications-based exploitationa

Scheduled task

Service execution

Windows management instrumentation (WMI)

Windows remote management (WimRM)

Keylogger

Spyware

Anti-keyloggers
Anti-spywares
Rootkits
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Technical steganography 

Invisible ink a

Microdotsa

Computer based methods

Substitution techniquesa

Transform domain techniquesa

Spread spectrum techniquesa

Statistical techniquesa

Distortion techniquesa

Cover generation techniques a

Linguistic steganography

Semagrams

Visual semagramsa

Text semagramsa

Open codes

Jargon codes

Covered ciphers

Null ciphersa

Grille ciphersa

a Image steganography

Document steganographya

Folder steganographya

Video steganographya

Audio steganographya

Whitespace steganographya

Web steganographya

Spam/email steganographya

DVD-Rom steganographya

Natural steganographya

Hidden os steganographya

C++ source-code steganographya

Steganalysis methods/attacks on steganography

Stego-only attacka

K nown-stego attacka

Known-message attacka

Known-cover attacka

Chosen-message attacka

Chosen-stego attacka

Chi-square attacka

D istinguishing statistical attacka

Blind classifier attacka

a

Disabling auditinga

Clearing logsa

Manipulating logsa

Covering tracks on the networka

Covering tracks on the osa

Deleting filesa

Disabling windows functionalitya

Clearing logs

a

Different ways for malware to enter a systema

Instant messenger applicationsa

Portable hardware media/removable devicesa

Browser and email software bugsa

Insecure patch managementa

Rouge/decoy applicationsa

Untrusted sites and free web applications/softwarea

Downloading files from interneta

Email attachmentsa

Network propagationa

File sharinga

Installation by other malwarea

Bluetooth and wireless networka

Malware concepts

a

Social engineered click-jackinga

Spear-phishing sites a

Malverstisinga

Compromised legitimate websitesa

Drive-by downloadsa

Spam emailsa

Common techniques attackers use 
to distribute malware on the web

a

Downloadera

Dropper a

Exploit a

Injector a

Obfuscator a

Packer a

Payload a

Malicious codea

Components of malware

Steganography

Types of steganography

Steganalysis

MALWARE THREATS
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Characteristics of advanced persistent threat

Objectivesa

Timelinessa

Resourcesa

Risk tolerancea

Skills and methodsa

Actionsa

Attack origination pointsa

Numbers involved in the attacka

Knowledge sourcea

Multi-phaseda

Tailored to the vulnerabilitiesa

Multiple points to entriesa

Evading signature-based detection systemsa

Specific warning signsa

Advance persistent life-cycle

Preparationa

Initial intrusiona

Expansiona

Persistencea

Search and exfiltrationa

clean-up a

 

Types of viruses

System or boot sector virusa

File virusa

Multipartite virusa

Macro virusa

Cluster virusa

Stealth/tunnelling virusa

Encryption virusa

Sparse infector virusa

Polymorphic virusa

Metamorphic virusa

Overwriting file or cavity virusa

Companion virus/camouflage virusa

Shell virusa

File extension virusa

Fat virusa

Logic bomb virusa

Web scripting virusa

Email virusa

Armored virusa

Add-on virusa

Intrusive virusa

Direct action or transient virusa

Terminate and stay resident virusa

a

Phishing emailsa

Legitimate applicationsa

Native applicationsa

Infection through laternal movementa

Malicious websitesa

Registry manipulationa

Memory code injectiona

Script based injectiona

Taxonomy of fileless malware types

No file activity performeda

Indirect file activitya

Required files to operatea

Exploitsa

Hardwarea

Execution and injectiona

Launching fileless malware through document exploits

Launching fileless malware through in-memory exploits

Launching fileless malware through script-based injection

Launching fileless malware by exploiting system admin tools

Launching fileless malware through phishing

Maintaining persistence with fileless techniques

Fileless malware concepts

Module 07: MALWARE THREATS

a Types of Trojans

Remote access Trojansa

Backdoor Trojansa

Botnet Trojansa

Rootkit Trojansa

E-banking Trojansa

Point-of-sale Trojansa

Defacement Trojansa

Service protocol Trojansa

Mobile Trojansa

IOT Trojansa

Security software disabler Trojansa

Destructive Trojansa

Ddos attack Trojansa

Command shell Trojansa

Introduction to viruses

Characteristics of viruses

Stages of virus lifecycle

Designa

Replicationa

Launcha

Detectiona

Incorporationa

Execution of the damage routinea

Trojan concepts 

Virus and worms concepts
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Behaviours vulnerable to attacks
A  uthoritya

I  ntimidationa

C  onsensus or social proofa

S  carcitya

U  rgencya

F  amiliarity or likinga

T  rusta

G  reeda

Factors that make companies 

vulnerable to attacks
I  nsufficient security traininga

U  nregulated access to informationa

S  everal organizational unitsa

L  ack of security policiesa

Phases of social engineering attacks
R  esearch the target companya

S  elect a targeta

D  evelop a relationshipa

E  xploit the relationshipa

Sniffing concepts

Types of sniffing

 Active sniffinga

M ac floodinga

D ns poisoninga

A rp poisoninga

D hcp attacksa

S witch port stealinga

S poofing attack a

Passive sniffing

C ompromising physical securitya

U sing a Trojan horsea

Protocols vulnerable for sniffing

  Telnet and rlogina

H ttpa

S nmp a

S MTPa

N ntpa

P opa

F tpa

I mapa

Wiretapping and methods

  Active wiretappinga

P assive wiretappinga

Sniffing technique: MAC attacks Sniffing

Technique: DHCP attacks 

Sniffing Technique: ARP poisoning 

Sniffing Technique: spoofing attacks 

Sniffing Technique: DNS poisoning 

Countermeasures

Sniffing Detection Techniques

Social engineering concepts

Common targets of social engineering

   Receptionists and help-desk personnela

T  echnical support executivesa

S  ystem administratorsa

U  sers and clientsa

V  endors of the target organizationa

S  enior executivesa

Impact of social engineering
a   Economic losses

D  amage of goodwilla

L  oss of privacya

D  angers of terrorisma

L  awsuits and arbitrationa

T  emporary or permanent closurea

Human based social engineering

I   mpersonationa

V   ishinga

T   ailgatinga

E   avesdroppinga

S   houlder surfinga

D   umpster divinga

R   everse social engineeringa

P   iggybackinga

D   iversion thefta

H   oney trapa

B   aitinga

Q   uid pro quoa

E   licitationa

Computer based social engineering

P   hishinga

S   pam maila

P   op-up window attacksa

S   carewarea

I   nstant chat messenger Mobile based social engineeringa

P   ublishing malicious appsa

U   sing fake security applicationsa

R   epackaging legitimate appsa

S   mishing (sms phishing)a

Social engineering techniques

SOCIAL ENGINEERING

SNIFFING
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Techniques attackers 

use to obtain identity
a   Theft of wallets, phones

I  nternet searchesa

S  ocial engineeringa

D  umpster diving and shoulder surfinga

P  hishinga

S  kimminga

P  retextinga

P  harminga

H  ackinga

K  eyloggers and password stealersa

W  ar divinga

M  ail theft and reroutinga

Countermeasures

Types of insider threats

M alicious insidera

N egligent insidera

P rofessional insidera

C ompromised insider a

Types of identity theft

C hild identity thefta

C riminal identity thefta

F inancial identity thefta

D river license identity thefta

I nsurance identity thefta

M edical identity thefta

T ax identity thefta

I dentity cloning and concealmenta

S ynthetic identity thefta

S ocial identity theft a

a  Alerts of data exfiltration

Missing or modified network logsa

Changes in network usage patternsa

Multiple failed login attemptsa

Behavioural and temporal changesa

Unusual time and location of accessa

Missing or modified critical dataa

Unauthorized download or a

    copying of sensitive data

Sending sensitive information a

    to personal email account

Logging of different user a

   accounts from different systems

Temporal changes in revenue or expenditurea

Unauthorized access to physical assetsa

Increase or decrease in a

    productivity of employee

Inconsistent working hours, unusual a

  business activities, and concealed 

  or frequent foreign trips

Extreme behaviour due to mental instabilitya

Signs of vulnerability (such as drug or a

   alcohol abse, financial difficulties, 

   gambling, illegal activities)

Complaint on sensitive data leaka

Abnormal access of systems and user accountsa

Irresponsible social media behavioura

Attempt to access restricted zonesa

Impersonation on social networking sites 

Insider threats

Identity theft

Behavioural indications 
of an insider threat

Dos/DDos concepts

Basic dos/ddos attack vectors

V  olumetric attacksa

P  rotocol attacksa

A  pplication layer attacka

D  os/DDOs attack techniquesa

U  dp flood attacka

I  CMP flood attacka

P  od attacka

S  murf attacka

P  ulse wave attacka

Z  ero-day attacka

S  yn flood attacka

F  ragmentation attacka

A  ck flood attacka

T  cp state exhaustion attacka

S  poofed session flood attacka

H  ttps get/post attacka

S  lowloris attacka

U  dp application layer flooded attacka

M  ulti-vector attacka

P  eer-to-peer attacka

P  ermanent Dos (PDoS) attacka

D  istributed reflection DoS (DRDoS) attacka

C  ountermeasuresa

DENIAL OF SERVIC
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Demilitarized zone (DMZ)

Types of firewalls 
a   Hardware firewalls

S  oftware firewalls a

Firewall technologies
a   Packet filtering

C  ircuit-level gatewaysa

A  pplication-level firewalla

S  tateful multilayer firewalla

A  pplication proxiesa

V  irtual private networka

N  etwork address translationa

Honeypots and 

types of honeypots
a   Low-interaction honeypots

M  edium-interaction honeypotsa

H  igh-interaction honeypotsa

P  ure honeypotsa

P  roduction honeypotsa

R  esearch honeypotsa

M  alware honeypotsa

D  atabase honeypotsa

S  pam honeypotsa

E  mail honeypotsa

S  pider honeypotsa

H  oney netsa

IDS, IPS, Firewall, 

   and Honeypot solutions

Evading IDS

IDS evasion techniques
a   Insertion attack

E  vasiona

D  enial-of-service attacka

O  bfuscationa

F  alse positive generationa

S  ession splicinga

U  nicode evasion a

F  ragmentation attacka

O  verlapping fragmentationa

T  ime-to-live attacksa

I  nvalid RST packetsa

U  rgency flaga

P  olymorphic shell codea

A  SCII shell codea

A  pplication-layer attacksa

D  E synchronizationa

E  ncryptiona

F  loodinga

a   Network level hijacking

A  pplication level hijackinga

a   Blind attack

U  dp hijackinga

T  CP/IP hijackinga

R  st hijackinga

M  an-in-the-middlea

I  p spoofing a

Countermeasures

a   True positive

F  alse positivea

F  alse negativea

T  rue negativea

a   Bastion host

S  creened subneta

M  ulti homed firewall a

a   Network-based intrusion detection system

H  ost-based intrusion detection system a

a    Session sniffing

P  redictable session tokena

M  an-in-the-middle attacka

M  an-in-the-browser attacka

c  ross-site-scripting attacka

C  ross-site request forgerya

S  ession reply attacka

S  ession fixation attacka

C  RIME attacka

F  orbidden attacka

S  ession donation attacka

a   Active session hijacking

P  assive session hijackinga

Session hijacking concepts

Types of session hijacking

SESSION HIJACKING

Session hijacking in OSI model

Network level session hijacking

Types of IDS alerts

Firewall architecture

IDS, IPS, Firewall, and Honeypot concepts

Types of intrusion detection systems

Application level session hijacking
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Web server methodology 
a    Information gathering 

W  eb server foot printing a

W  ebsite mirroring a

V  ulnerable scanning a

S  ession hijackinga

W  eb server passwords hackinga

Countermeasures 

Web application concepts 

Web application threats

Broken authentication

Broken authentication

Security misconfiguration

Web server attacks
a   Dos/ddos attacks

D  omain name system (DNS) server hijacking a

D  NS amplificationa

D  irectory traversala

M  an in the middle/sniffing a

P  hishinga

W  ebsite defacementa

W  eb server misconfiguration a

H  ttp response splittinga

W  eb cache poisoning a

S  ecure shell brute forcea

W  eb server password cracking a

S  erver side request forgerya

a   Port scanning

F  irewalkinga

B  anner grabbinga

i  p address spoofinga

S  ource routinga

T  iny fragmentsa

U  sing an ip address in place of a urla

U  sing anonymous website surfing sitesa

U  sing a proxy servera

I  cmp tunnellinga

A  ck tunnellinga

H  ttp tunnellinga

S  sh tunnellinga

D  ns tunnellinga

T  hrough external systemsa

T  hrough mitm attacka

T  hrough contenta

T  hrough xss attack a

Detecting honeypots

a   Document root

S  erver roota

V  irtual Document roota

V  irtual hostinga

W  eb proxya

Session hijacking concepts

Types of session hijacking

Web server concepts

Web server operations 

Components of web server

Evading Firewalls

HACKING WEB SERVERS

HACKING WEB APPLICATIONS

a    Introduction to web applications 

W   eb application architecture a

V   ulnerability stacka

a    Injection

S   ql injectiona

C   ommand injectiona

s   hell injectiona

H   tml injectiona

F   ile injectiona

L   dap injectiona

S   erver side js injectiona

L   og injectiona

C   rlf injection attack a

a    Session id in urls

P   assword exploitationa

T   imeout exploitationa

Sensitive data exposure

Xml external entity

Broken access control

a    Insecure direct object reference

M   issing function level access controla

a    Unvalidated inputs

P   arameter/form tamperinga

I   mproper error handlinga

I   nsufficient transport layer protectiona

S   erver software flawsa

E   nabling unnecessary servicesa

I   mproper authenticationa

U   npatched security flawsa

S   erver configuration problems a
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Web API, Web hooks, and Web shell

Web service API's
a    Soap API

R   est (representation state transfer) API a

R   estful APIa

X   ml-rpc Json-rpca

Identify attack surface
a   API metadata vulnerabilities

A  PI discoverya

B  rute force Fuzzinga

I  nvalidate input attacks a

M  alicious input attacks a

I  njection attacksa

I  nsecure ssl configuration a

I  nsecure direct object referencea

I  nsecure session/authentication handling a

L  ogin/credential stuffing attacksa

A  PI ddos attacks a

A  uthorization attacks on API a

R  everse engineeringa

U  ser spoofinga

M  an-in-the-middle attacks a

S  ession replay attack a

S  ocial engineeringa

Owasp top 10 API security risks
a    Broken object authorization 

B   roken user aUthentication a

E   xcessive data exposurea

L   ack of resources and rate limiting a

B   roken function level authorization a

M   ass assignmenta

S   ecurity misconfiguration a

I   njectiona

I   mproper assets management a

I   nsufficient logging and monitoringa

API vulnerabilities

Enumerated resources

Sharing resources via unsigned URLs 

Vulnerabilities in third-party libraries 

Improper use of cors

Code injections

RBAC privilege excalation 

No ABAC validation

Bussiness Logic Flaws 

Web API methodology 

Detect security standards 

a   Malicious script execution

R  edirecting to a malicious severa

E  xploiting user privilegesa

A  ds in hidden IFRAMES and popupsa

D  ata manipulationa

S  ession hijackinga

B  rute-force password crackinga

D  ata thefta

I  ntranet probinga

K  ey logging and remote monitoringa

Insecure deserialization

Using components with known vulnerabilities 

Insufficient logging and monitoring

Directory traversal

Unvalidated redirects and forwards

Watering hole attack

Cross site request forgery 

Cookie/session poisoning 

Web server attacks 

Cookie snooping

Hidden field manipulation

Authentication hijacking

Obfuscation application

Broken session management

Broken account management

Denial-of-service

Buffer-overflow

Captcha attacks

Platform exploits

Network access attacks

DMZ protocol attacks

Web based timing attacks

Marionet attack

Rc4 no more attack 

Click jacking attack 

Java script hijacking 

DNS rebinding attack

a    Footprint web infrastructure 

A  nalyse web applicationsa

B  ypass client-side controlsa

A  ttack authentication mechanisms a

A  ttack authorization schemes a

A  ttack access controlsa

A  ttack application logic flaws a

A  ttack shared environments a

A  ttack database connectivity a

A  ttack web application clientsa

A  ttack web servicesa

Cross site scripting

Web application hacking methodology
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a   Manual web application security testing

A  utomated web application security testinga

S  tatic application security testinga

D  ynamic application security testinga

W  eb application fuzz testing a

S  ource code reviewa

Web application security

a   What is sql injection?

W  hy bother about sql injectiona

S  ql injection and server-side technologies a

U  nderstanding http post requesta

U  nderstanding normal sql querya

U  nderstanding an sql injection query-code analysisa

a   What is sql injection?

W  hy bother about sql injectiona

S  ql injection and server-side technologies a

U  nderstanding http post requesta

U  nderstanding normal sql querya

U  nderstanding an sql injection query-code analysisa

a   Error-based sql injection 

S  ystem stored procedurea

I  llegal/logical incorrect querya

U  nion sql injectiona

T  autologya

E  nd-of-line commenta

I  n-line comments a

P  iggybacked querya

a   No error message returned 

W  aitfordelaya

B  oolean exploitation and heavy query a

O  ut-of-band SQL injectiona

a   Information gathering and Sql vulnerability detection

L  aunch sql injection attacksa

A  dvanced SQL injection a

Countermeasures

Sql injection concepts

Sql injection concepts

SQL INJECTION

Types of sql injection

In-band sql injection

Blind/inferential sql injection

Sql injection methodology

Wireless concepts

Wireless terminology

Wireless standards

HACKING WIRELESS NETWORKS

Wireless networks and types 
of wireless networks

a    Global system for mobile 

    communications (GSM)

B   andwidtha

A   ccess point (AP)a

B   asic service set identifier (BSSID)a

I   ndustrial scientific and medical (ISM) banda

H   otspota

A   ssociationa

S   ervice set identifier (SSID)a

O   rthogonal frequency-a

   division multiplexing (OFDM)

M   ultiple input, multiple output-orthogonal a

   frequency- division multiplexing (MIMO-OFDM)

D   irect-sequence spread spectrum (DSSS)a

F   requency-hopping spread spectrum (FHSS) a

a     802.11

8   02.11aa

8   02.11ba

8   02.11da

I   EEE 802.11ea

8   02.11ga

8   02.11ia

8   02.11na

8   02.11aha

8   02.11aca

8   02.11ada

8   02.12a

8   02.15 (bluetooth)a

5   02.15.4 (zigbee)a

8   02.15.5a

8   02.16a

a    Extension to a wired network

M   ultiple access pointsa

L   an-to-lan wireless networka

3   g/4g hotspota
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a   Open system authentication process 

S  hared key authentication processa

a       a  802.11i   wep

e  ap l  eapa            a

w  pa t  kima           a

w  pa2a

a  esa

c  cmpa

w  pa2 enterprisea

r  adiusa

p  eapa

w  pa3a

a   Access control threats 

W  ardrivinga

R  ogue access pointsa

M  ac spoofinga

A  P misconfiguration a

A  d hoc association a

p  romiscuous client a

C  lient mis-associationa

U  nauthorized association a

a   Data-frame injection 

W  ep injectiona

B  it-flipping attacks a

E  xtensible ap relay a

D  ata replaya

I  nitialization vector replay attacks a

R  adius replaya

W  ireless network viruses a

Service set identifier (SSID) 
wi-fi authentication modes

Wireless encryption
Types of wireless encryptions

Wireless threats

Integrity attacks

a   Directional antenna

O  mni directional antennaa

P  arabolic grid antennaa

D  ipole antennaa

R  eflector antennasa

Wi-fi authentication 
process using a credentialized 
authentication server
Types of wireless antennas

Availability attacks

Authentication attacks

Wi-fi discovery

a     Access point theft 

D    isassociation attacks a

E    ap-failurea

B    eacon flood a

D    enial-of-servicea

D    e-authenticate flood a

R    outing attacks a

A    uthenticate flooda

A    ddress resolution protocol (ARP) a

c    ache poisoning attacks a

P    ower saving attacksa

T    kip mic exploit a

a     Psk cracking 

L    eap crackinga

v    pn login crackinga

D    omain login cackinga

K    ey reinstallation attacka

I    dentity thefta

S    hared key guessinga

P    assword speculationa

A    pplication login thefta

R    ogue ap attack a

C    lient mis-associationa

M    isconfigured ap attacka

U    nauthorized association a

A    d-hoc connection attack a

H    oneypot ap attacka

A    P mac spoofing a

D    enial-of-service attacka

K    ey reinstallation attack (KRACK)a

J    amming signal attack a

a    LTEr attacka

W    ormhole and sinkhole attacksa

Wi-Fi jamming devices 

Wireless hacking methodology

a     Active footprinting method

P    assive footprinting methoda
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a   Wireless traffic analysis 

L  aunch of wireless attacks a

W  i-fi encryption cracking a

W  i-fi network compromisinga

Countermeasures

Gps mapping

a   Owasp top 10 mobile risks

I  mproper platform usagea

I  nsecure data storagea

I  nsecure communicationa

I  nsecure authenticationa

I  nsufficient cryptographya

I  nsecure authorizationa

C  lient code qualitya

C  ode tamperinga

R   everse engineeringa

E  xtraneous functionalitya

a   Android os architecture

A  ndroid device administrator a

A  PI Android rootinga

a   User land exploit

I  boot exploita

B  ootrom exploita

a   Untethered jail breaking

S  emi-tethered jail breakinga

T  ethered jail breakinga

S  emi-untethered jail breakinga

Mobile device management

Mobile security guidelines and tools

Mobile platform attack vectors

Hacking Mobile Platforms

Hacking android os

Jail breaking ios
Types of jail breaking

Jail breaking techniques

Iot concepts

Cloud computing concepts 

Module Objectives

Iot attacks

Iot hacking methodology

Iot And Ot Hacking

Cloud Computing

a    Iot architecture

I   ot technologies and protocolsa

I   ot communication modelsa

C   hallenges of iota

I   ot threatsa

I   ot vulnerabilitiesa

a    Understanding cloud computing concepts

O   verview of container technology a

    and services computing 

U   nderstanding cloud computing threatsa

U   nderstanding cloud hackinga

U   nderstanding cloud computing securitya

O   verview of various cloud a

    computing security tools

a     DDos attack 

E   xploit HVAC a

R   olling code attack a

B   lue borne attack a

J   amming attack a

S   DR-Based attacka

F   ault injection attacka

S   ybil attacka

E   xploit kita

M   an-in-middle attack a

R   eplay attacka

F   orged malicious attacka

S   ide-channel attacka

R   ansomware attacka

a     Information gathering 

V    ulnerability scanning a

L    aunch attacksa

G    ain remote access a

M    aintain accessa

Countermeasures
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a   On demand self service

D  istributed storagea

R  apid elasticitya

A  utomated Managementa

R  esource poolinga

V  irtualization Technologya

Cloud Computing Concepts
Introduction to cloud computing 
(Characteristics of cloud computing)

What is Docker?
a    Docker Engine 

D   ocker Architecture a

D   ocker Objects a

D   ocker Operationsa

Micro services vs Docker 

Docker Networking 

Container Orchestration 

What is Kuberenets?

Kuberbnets Vs Docker

Container Security Challenges
a    Inflow of vulnerable source code 

L   arge attack surfacea

L   ack of visibility a

C   ompromising Secrets a

D   evOps speeda

N   oisy Neighbouring Containers a

C   ontainer breakout to the host a

N   etwork-based attacks a

B   ypassing isolationa

E   cosystem complexitya

Container Management Platforms
a    Docker

A   mazon Elastic container service a

r   edhat open shift container platforma

P   ortainer Ranchera

Kuberenets Platforms
a    Kuberenets

D   ocker Kuberenets Service a

K   nativea

Server less Computing
a    What is serverless computing? 

S   erverless Vs Containers a

S   erverless computing frame works a

M   icrosoft Azure Functionsa

Cloud computing threats
a     OWASP top 10 Cloud security risks 

O   WASP top 10 serverless security risk a

C   loud computing threata

C   ontainer Vulnerabilities a

K   ubernetes Vulnerabilitiesa

C   loud Attacks: Service hijacking using Social Engineering a

C   loud Attacks: Service hijacking using Network sniffinga

C   loud Attacks: Side-channel Attacks a

    or Cross-guest VM breaches 

C   loud Attacks: Wrapping Attacka

C   loud Attacks: Man in the cloud (MITC) Attack a

C   loud Attack: Cloud Hooper Attacka

C   loud Attacks: Cloud Crypto jacking a

C   loud Attack: Cloud borne Attacka

Module Flow
a     Cloud computing

C   ontainer technologya

S   erver less computing a

C   loud computing threatsa

C   loud hackinga

C   loud securitya

Types of Cloud Computing Service
a     Infrastructure-as-a-service (IaaS)

P    latform-as-a-service (PaaS)a

S    oftware-as-a-service (SaaS)a

I    dentity-as-a-service (IDaaS)a

S    ecurity-as-a-service (SECaaS)a

c    ontainer-as-a-service (CaaS)a

F    unction-as-a-service (FaaS) a

Separation of responsibilities in cloud

Cloud Deployment Models
a     Public cloud

P    rivate clouda

C    ommunity Clouda

H    ybrid Clouda

m    ulti Clouda

NIST Cloud Deployment Reference Architecture 

Role of AI in Cloud Computing

Virtual Reality and Reality on Cloud 

Cloud Service Providers
a     Amazon Wed Services(AWS)

M    icrosoft Azurea

G    oogle Cloud Platforma

I    BM clouda

C    ontainer Technologya

What is Container?

Container VS Virtual Machine 
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Types of ciphers
a    Classical ciphers

M   odern ciphers Data encryption standard (DES)a

T   riple Data encryption standard (3DES) a

A   dvanced encryption standard (AES) a

R   C4, RC5, Rc6a

B   lowfisha

T   wo fish and three fish Serpenta

T   eaa

C   ast-128a

G   host Block cipher a

C   amelliaa

D   SA and related signature schemes a

R   ivest shamir adleman (RSA) a

D   iffie-Hellmana

Y   AKa

M   essage digest (one-way hash) functions a

M   essage digest secure hashing a

   algorithms RIPEMD-160

H   MAC a

C   HAPa

E   APa

G   OST-Hash functiona

Public key infrastructure (PKI) 

Email encryption
a    Digital signature

S   ecure socket layer (ssl) a

T   ransport layer security (TLS) a

P   GP (pretty good privacy) a

G   NU privacy guard (GPG) a

W   eb of trust (WOT)a

Disk encryption Cryptanalysis 

Cryptanalysis methods
a    Linear cryptanalysis 

D   ifferential cryptanalysis a

I   ntegral cryptanalysisa

Cryptography attacks
a    Cipher text-only attack

A   daptive chosen-plaintext attack a

C   hosen-plaintext attacka

R   elated-key attack a

D   ictionary attacka

K   nown-plaintext attacka

C   hosen-cipher text attack a

R   ubber hose attack a

C   hosen-key attack a

T   iming attacka

M   an-in-the-middle attack a

Cloud hacking

What is Cloud Hacking?

Container Vulnerability Scanning Using Trivy

Kuberenets Vulnerability Scanning Using Sysd 

Enumerating s3 Buckets

Identifying open S3 Buckets S3Scanner 

Enumerating Kuberenets etcd 

Enumerating AWS Account IDs 

Enumerating IAM Roles

Enumerating Bucket Permissions using S3Inspector 

Backdooring Docker Images Using Dock screen 

AWS hacking Tool: AWS pwn

Cloud security

Cloud Security Control Layers
a     Application Layer

I    nformation layera

m    anagement layera

N    etwork Layera

T    rusted Computinga

C    omputation and Storagea

P    hysical layera

Placement of security controls in the cloud 

NIST recommendations for cloud security 

Kuberents Vulnerabilities and solutions 

Serverless security risks and solutions 

Best practices for Docker security

Best practices for kuberenets security 

Best practices for serverless security 

Zero trust Networks

International Cloud Security Organizations 

Cloud security alliance

a   Symmetric encryption

a  symmetric encryption a

Government access to keys

Encryption algorithms

Ciphers

Cryptography concepts 

Objectives of cryptography 

Types of cryptography

Cryptography
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Foot printing tools
a    Web spidering tools: Web extractor

 W   ebsite Mirroring Tools: HTTrack Web Site Copiera

 M   etadata Extraction Tools: Extract Metadataa

 W   eb Updates Monitoring Tools: Follow That Pagea

 E   mail Tracking Tools: Email tracker proa

 t   racking online reputation of target: Trackura

 M   onitoring Website Traffic of Target Company: Clickya

 C   ompetitive Intelligence Gathering: Similar Weba

 W   hois Lookup Tools: smartwhoisa

 I   P Geolocation Lookup Tools: Ip2locationa

 F   oot printing tools: maltegoa

a    Nmap

 H   ping2/hping3a

 S   canning tools for mobile: fing, net scannera

 P   ing sweep tools: angry ip scannera

 c   reating customized packet: cola packet soft buildera

 P   roxy tools: proxy switchera

 P   roxy tools for mobiles: proxy droida

 N   etwork discovery and mapping tools:a

    network topology mapper

 N   etwork discovery tools for mobile: network analyzera

a    NetBIOS enumeration tools: NetBIOS enumerator

 N   mapa

 G   lobal network inventorya

 N   sauditor network security auditora

 S   nmp enumeration tools: snmpchecka

 L   DAP enumeration tools: softerra LDAP administratora

 N   tp enumeration tools: prtg network monitora

 N   fs enumeration tools: RPCScana

 S   MTP enumeration tools: smtp-user-enuma

a    Vulnerability analysis: exploit database

V   ulnerability assessment tools: a

   Acunetix web vulnerability scanner

V   ulnerability assessment tool: Nessusa

V   ulnerability assessment tool: Burp suitea

B  rute-force attack a

B  irthday attacka

S  ide-channel attack a

H  ash collision attack a

D  uhk attack a

R  ainbow table attack a

P  adding oracle attack a

D  rown attacka

Countermeasures

 Virtualization Lab 

V   irtual boxa

Linux sytems

K   ali linux P   arrota     a

u   buntua

Windows systems

W   indows 7 W   indows xpa    a

W   indows 8a

W   indows 10a

W   indows 11a

Windows servers

W   indows 2000a

W   indows 2003a

W   indows 2008a

W   indows 2012a

W   indows 2016a

W   indows 2019a

Linux servers

   Ubuntu servera

D   ebian servera

F   edora servera

R   ed hat enterprise linuxa

Android os

   Andoid4-9 versionsa

Mac os

Multiple Vuln machines

   DVWA    BWAPPa              a

C   TF Learn D   efend the weba        a

G   oogle gruyerea

H   ack.me H   ack the boxa         a

H   ack this site O   verthewirea   a

H   ellbound hackersa

T   hisislegal G   ame of Hacksa        a

M   etasploitable a

F   TP vulnerable servera

V   ulnerable wordpress exploitsa

V   ulnerable drupal services and exploitsa

Z   ero day exploitsa

Lab Environment 
(LAB SETUP)

PRIMARY TOOLS

Scanning Tools

Enumeration tools

Vulnerability Assessment Tools
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Steganography tools
a     Image steganography: quick stego

D   ocument steganography: snowa

V   ideo steganography: open puffa

A   udio steganography: deep sounda

F   older steganography: folder locka

S   pam/email steganography tool: spam mimica

S   teganography tools for mobile: steganography mastera

S   teganography detection tools: zstega

S   -tools steganography toola

Track-covering tools

 C   cleanera

Phishing tools

 Z   phishera

Android rooting tools

 K   ingoroota

Android based sniffers

 P   acketcapturea

Android Hacking tools

 N   exspya

Android security tools

 S   EP mobile securitya

Android vulnerability scanner

 V   ulners scannera

Jail breaking tools

 A   pricota

Ios hacking tools

 S   pyziea

Ios Device Security tools

 A   vira mobile securitya

 N   orton security for iosa

 L   astpass password managera

 L   ookout personal for iosa

 M   cafee mobile securitya

 T   rend micro mobile securitya

IOS device tracking tools

 a    Find my iPhone

Mobile anti-spyware

 a a   Malwarebytes             Antispy mobile

 S   pyware detector    I   amnotifieda a

 P   rivacy scanner       C   entro iPhonea a

Sniffing tools

 W   iresharka

IOT vulnerability scanning tools

 a    Bestorm

 M   etasploit proa

 I   otsploita

 I   otseekera

 B   itdefender home scannera

 I   ot inspectora

   Tools to performa

    SDR-Based attacks

 U   niversal radio hackera

 System Hacking Tools:

Default passwords online tools

 Password recovery tools

 Tools to extract password hashes

 Password cracking tools

 Buffer overflow detection tools

 Privilege escalation tools

a    http://open-sez.me

   https://www.fortypoundhead.coma

   https://cirt.neta

   http://www.defaultpassword.usa

   http://defaultpassword.ina

   https://www.routerpasswords.coma

   https://default-password.infoa

a    password recovery toolkit

K   eepass password managera

K   aspersky password checkera

a    pwdump7

a    a   L0phtcrack    Ophcrack

R   ainbow crack J   ohn the rippera   a

H   ash cata

T   he hydraa

C   ain & Abela

N   cracka

a  Ollydbg

 S plinta

 B OVSTTa

a  Beroot

 L inpostexpa

Tools for executing applications

 P upya

Keyloggers

 S pyrix keyloggera

Spyware tools

 S pytecha

 P ower spya

 Desktop and child monitoring spyware

 A ctivtraka

Audio spyware

 S py voice recordera

Video spyware

 F ree2x webcam recordera

 Cell phone spyware

 P hone spya

Gps spyware

  Mspya

Anti keylogger tools

 Z emana anti-keyloggera

Anti-spyware tools

 S uper anti spywarea

Anti-rootkits

 M alware bytesa

 B   ladeRFa

 R   fcata

 H   ackRFa

 F   uncube Donglea

 G   qrxa

I   ot hacking toolsa

 c   ensysa

 s   hodana



Cryptography toolkits

 O   penssl      k   eyczara a

 W   olfssl        A   ES crypto toolkita a

 R   ELIC          P   ycryptoa a

Email encryption tools

 a a   Rmail           Virtru

 Z   ixmaila

 E   gress secure email amd file transfera

 P   roof point email protectiona

 P   auboxa

Disk encryption tools

 V   eracrypta

 S   ymantec frive encryptiona

 b   it locker drive encryptiona

 F   inal crypta

 S   eqrite encryption managera

 f   ile vaulta

 G   illsoft full disk encryptiona

 R   ohos disk encryptiona

Cryptanalysis tools

 C   ryp toola

 c   rypto sensea

 R   saCtfToola

 M   sievea

 C   ryptola

 C   rypto Bencha

Online md5 decryption tools

 a    Md5 decoder

 C   rackstationa

 M   d5 encrypt & decrypta

 m   d5hashinga

 M   d5 decrypta

 M   d5 decryptiona

 M   d5 decryptera

 O   nlinehashcracka

 h   ashkiller.co.uka

 M   d5.my-Addra

 c   md5.orga

 d   ecode md5 hasha

 M   d5 decoder toola

Information gathering tools for IOT

 a    Kamera-GUI

 R   edpointa

 S   7scana

OT Hacking Tools

 I   CS exploitation frameworka

Cryptography tools

    Md5 calculatora

 h   ash my filesa

 M   d6 calculatora

 A   ll hash generatora

 M   d6 generatora

 M   d5 hash calculatora

 H   ashcalca

Hash calculators for mobiles in playstore

 a    hash tools

 h   ash droida

 M   d5 checkera

 H   ash checkera

 H   ashr-checksum & hash digest calculatora

 H   ash calculatora

 h   ash calca

Crypt tools

 B   CTextEncodera

 A   xCrypta

 M   icrosoft cryptography toolsa

 C   oncealera

 S   ensiguarda

 C   hallengera

C   ryptography tools for mobile in playstorea

 S   ecret space encryptor a

 s   ecure everythinga

 C   ryptoa

 e   ncrypt file freea

 E   go Secure Encryption Anywherea

 C   ipher Sendera

 D   ecryptoa
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